
Data Governance

THE BAZALGETTE SERIES
Investigating the use of data in health care 
for research, prevention and better care



The Bazalgette Series is a group of seminars hosted by OptumLabs® that 
investigate the use of data in health care for prevention, better care and 
research. The series is named after Sir Joseph Bazalgette, an engineer who 
redesigned the systems to bring clean water to Londoners by separating 
sewerage and drinking water in the 19th Century; thereby reducing the 
burden of communicable disease. 

This second seminar, Data Governance, and the subsequent seminars, provide ongoing 
discussion and debate around the system redesign required to transition the health system 
from one of cure to one of prevention. 

Each seminar re-imagines different aspects of the health system and proposes alternative 
methods to support data driven health care delivery and system transformation that is more 
suited to the epidemiological change in disease that has occurred in the 21st Century. 

We believe that re-thinking these separate elements of the health system will generate 
topics of discussion that provide comprehensive proposals for delivering improved health to 
the population.  

THE TOPICS TO BE ADDRESSED BY THE SERIES INCLUDE: 

• Data Infrastructure

• Data Governance

• Research and Innovation: Using Real World Evidence to Drive Medical Innovation

• Research and Innovation: Delivering Medical Innovation Through Translation

• Patient Empowerment

• Enabling Clinicians

• New Analytical Methods

• Learning Health Systems

The series aims to re-imagine the use of health data as the new engineering to tackle the 
burden of non-communicable disease.

PREVIEW
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Introduction
The Royal Society and British Academy’s joint report on data management defines data governance 
“to mean everything designed to inform the extent of confidence in data management, data uses 
and the technologies derived from it”. 1

This report sets out to explore the practicalities of building governance frameworks to enable the 
effective stewardship of data that earns public trust and assures public confidence. 

This objective of establishing effective, trusted governance frameworks follows work undertaken 
by the Nuffield Council for Bioethics on the ethical use of data in healthcare and biomedical 
research, and how a sustainable level of trust can be built with the public for the use of data in 
health service delivery, planning and research.(2,3,4) Among other things, the report recommends 
that appropriate mechanisms are put in place “to allow governance arrangements to evolve during 
the lifetime of an initiative, through deliberation with….participants, the public, funders and the 
research community”. 5

An evolution of governance mechanisms, covering the flow of health and medical records for direct 
care, research, and population health planning is now required. Given the attention also being 
shown towards new technologies, for example, Artificial Intelligence (AI) and the use of algorithms 
to detect patients in early stages of disease, we consider how governance frameworks should 
account for these as they become more prevalent over the coming years. 6

There is an opportunity for new governance mechanisms to both manage the “hype” of such 
innovations and to create an environment which facilitates the potential health improvements that 
they promise, while not leaving the public behind.  Equally as important is public communication 
which, as this report sets out, should be drawn from a range of voices — requiring leadership from 
a ‘conductor’ rather than a soloist.

1. British Academy, The Royal Society. Data management and use: Governance in the 21st Century. https://royalsociety.org/~/
media/policy/projects/data-governance/data-management-governance.pdf. Published June 2017. Accessed Fe. 18, 2018. 

2. Nuffield Council on Bioethics. The collection, linking and use of data in biomedical research and health care: ethical issues. 
http://nuffieldbioethics.org/wp-content/uploads/Biological_and_health_data_web.pdf. Published Feb. 2015. Accessed Feb. 
25, 2018. 

3. Nuffield Council on Bioethics. Public trust & health data: Council hosts meeting with UK Department of Health. http://
nuffieldbioethics.org/news/2015/public-trust-health-data-council-hosts-meeting. 

4. Nuffield Council on Bioethics. The collection, linking and use of data in biomedical research and health care: ethical issues 
Report developments. http://nuffieldbioethics.org/wp-content/uploads/Biological-and-health-data-Report-developments-
July-2016.pdf. Published July 2016. Accessed Feb. 1, 2018. 

5. Nuffield Council on Bioethics. The collection, linking and use of data in biomedical research and health care: ethical issues. 
http://nuffieldbioethics.org/wp-content/uploads/Biological_and_health_data_web.pdf. Published Feb. 2015. Accessed Feb. 
25, 2018.

6. Prime Minister’s Office. PM speech on science and modern Industrial Strategy: 21 May 2018. https://www.
gov.uk/government/speeches/pm-speech-on-science-and-modern-industrial-strategy-21-may-2018?dm_
i=2OYA,PU9Z,4R7P6V,2MRTZ,1. Published May 21, 2018. Accessed May 22, 2018.

KEY TAKEAWAYS

Appropriate 
mechanisms are 
put in place “to 
allow governance 
arrangements 
to evolve during 
the lifetime of an 
initiative”. 

• Governance mechanisms will need to evolve to account for the 
emergence of new technologies, and practice and research methods 
to build trust with the public 

• There needs to be improved coordination and clearer accountability 
of organisations that claim responsibility for governance within the 
health sector

• To build more trust people need to know more about how their 
information is used 

• Governance initiatives must have at their core patient representation 
otherwise they are likely to fail

https://royalsociety.org/~/media/policy/projects/data-governance/data-management-governance.pdf
https://royalsociety.org/~/media/policy/projects/data-governance/data-management-governance.pdf
http://nuffieldbioethics.org/wp-content/uploads/Biological_and_health_data_web.pdf
http://nuffieldbioethics.org/news/2015/public-trust-health-data-council-hosts-meeting
http://nuffieldbioethics.org/news/2015/public-trust-health-data-council-hosts-meeting
http://nuffieldbioethics.org/wp-content/uploads/Biological-and-health-data-Report-developments-July-2016.pdf
http://nuffieldbioethics.org/wp-content/uploads/Biological-and-health-data-Report-developments-July-2016.pdf
http://nuffieldbioethics.org/wp-content/uploads/Biological_and_health_data_web.pdf
https://www.gov.uk/government/speeches/pm-speech-on-science-and-modern-industrial-strategy-21-may-2018?dm_i=2OYA,PU9Z,4R7P6V,2MRTZ,1
https://www.gov.uk/government/speeches/pm-speech-on-science-and-modern-industrial-strategy-21-may-2018?dm_i=2OYA,PU9Z,4R7P6V,2MRTZ,1
https://www.gov.uk/government/speeches/pm-speech-on-science-and-modern-industrial-strategy-21-may-2018?dm_i=2OYA,PU9Z,4R7P6V,2MRTZ,1
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Policy Landscape Review
The last year has seen a range of reports and inquiries launched that explore the issue of new data-
driven technologies and their acceptance by the public. This has fuelled a renewed emphasis on 
governance, and in particular, how governance mechanisms must evolve to build trust; to facilitate 
a swifter impact from research; and to keep pace with technological advance. 

Review Summary

Royal Society and 
British Academy 
Report

• Need for a renewed governance framework;

• Build trust and stewardship;

• New independent stewardship body required;

• High level principles applied to governance frameworks

Life Sciences 
Strategy

• The Government commissioned report written by the Government Life Science’s Champion 
Sir John Bell;

• Data use needs to be acceptable to drive the life sciences sector;

• Supports the recommendations of the National Data Guardian in safeguarding health and 
care data;

• Calls for a national conversation engaging with the public around data.

Convention on Data 
Ethics and AI

• Created through the Nuffield Foundation in partnership with other bodies;

• To be established by December 2018;

• Represent the interests of society in debates on ethical data use at a national and 
international level;

• Promote and support a common set of data practices;

• Develop shared terminology for data ethics and promote human flourishing.

Government’s 
Commissioned 
Report on AI in the 
UK

• UK Government-commissioned report into Growing the AI Industry in the UK; 7

• Recommends improving supply-side and research issues;

• Government and industry should deliver a programme to develop data trusts – or 
frameworks and agreements;

• The UK Government has committed £75m to take forward the report’s recommendations.

House of Lords 
Select Committee 
on AI

• On 29 June 2017, the House of Lords appointed a Select Committee on Artificial Intelligence 
to consider the economic, ethical and social implications of advances in artificial intelligence.

• The Select Committee published their report ‘AI in the UK: ready, willing and able?’ on 16 
April 2018.One of the key recommendations from the report was to develop a framework 
for sharing data by the end of 2018. 8

7. Hall W, Pesenti J. Growing the Artificial Intelligence Industry in the UK. https://www.gov.uk/government/uploads/system/
uploads/attachment_data/file/652097/Growing_the_artificial_intelligence_industry_in_the_UK.pdf. Published Oct. 15, 2017. 
Accessed Feb.14, 2018. 

8. House of Lords Select Committee on Artificial Intelligence. AI in the UK: ready, willing and able? https://publications.
parliament.uk/pa/ld201719/ldselect/ldai/100/100.pdf. Published April 16, 2018. Accessed April 20, 2018. 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/652097/Growing_the_artificial_intelligence_industry_in_the_UK.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/652097/Growing_the_artificial_intelligence_industry_in_the_UK.pdf
https://publications.parliament.uk/pa/ld201719/ldselect/ldai/100/100.pdf
https://publications.parliament.uk/pa/ld201719/ldselect/ldai/100/100.pdf
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Review Summary

House of Commons 
Science and 
Technology 
Committee 
Algorithm Inquiry

• In May 2018, the House of Commons Science and Technology Committee published its 
Algorithms in decision-making report. The inquiry and subsequent report were founded on 
two key principles: 

 — The extent to which algorithms can exacerbate or reduce biases

 — The need for decisions made by algorithms to be challenged, understood and regulated 9

Understanding 
Patient Data (UPD)

• UPD is supported by Wellcome and other bodies;

• Launched in April 2017 to support conversations about uses of health information and the 
uses of data for care and research; 

• Assesses public attitudes to ensure governance frameworks can be developed in alignment. 10

The Academy of 
Medical Sciences

• The Academy of Medical Sciences has launched a programme of public dialogue;

• Will explore opinions on the use of emerging ‘data driven’ medical technologies, ensuring 
that the use and regulation of health technology develops in line with public views; 11 

• A policy project will be developed to ensure use of patient data in new technologies reflects 
public and patient perspectives.

Centre for Data 
Ethics and 
Innovation

• The UK Government announced in the 2017 Autumn Budget it will create a new Centre for 
Data Ethics and Innovation; 12 

• It will advise on the measures needed to enable and support safe, ethical and ground-
breaking innovation in AI and data-driven technologies;

• It will also ensure that governance, rules and regulations consider public concerns around 
data-driven technologies, and address businesses’ needs for clarity and certainty around  
data use. 13

9. House of Commons Science and Technology Committee. Algorithms in decision making. https://publications.parliament.uk/
pa/cm201719/cmselect/cmsctech/351/351.pdf. Published May 2018. Accessed Aug. 30, 2018. 

10. https://understandingpatientdata.org.uk/

11. https://acmedsci.ac.uk/policy/policy-projects/use-of-patient-data-in-healthcare-and-research

12. HM Treasury. Autumn Budget 2017. https://www.gov.uk/government/uploads/system/uploads/attachment_data/
file/661480/autumn_budget_2017_web.pdf. Published Nov. 22, 2017. Accessed Feb. 2018. 

13. https://publicappointments.cabinetoffice.gov.uk/appointment/interim-centre-data-ethics-innovation-chair/

https://publications.parliament.uk/pa/cm201719/cmselect/cmsctech/351/351.pdf
https://publications.parliament.uk/pa/cm201719/cmselect/cmsctech/351/351.pdf
https://understandingpatientdata.org.uk/
https://acmedsci.ac.uk/policy/policy-projects/use-of-patient-data-in-healthcare-and-research
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/661480/autumn_budget_2017_web.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/661480/autumn_budget_2017_web.pdf
https://publicappointments.cabinetoffice.gov.uk/appointment/interim-centre-data-ethics-innovation-chair/
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14. Hern A. Royal Free breached UK data law in 1.6m patient deal with Google’s DeepMind. https://www.theguardian.com/
technology/2017/jul/03/google-deepmind-16m-patient-royal-free-deal-data-protection-act. Published July 3, 2017. Accessed 
March 19, 2018. 

Data Governance 

Health systems 
need to establish 
a ‘deliberately 
inclusive governance 
approach’ that 
considers the 
interests of 
individuals, explains 
to people the 
purposes and 
benefits of data to 
health improvement.

Themes
Creating a trusted health data environment continues to be a deliberation between advocates 
of sharing data for individual care and improving health, care and services through research and 
planning; and those that believe in the right of privacy for individuals to exert a level of control over 
their health information. 

Governance frameworks need to constitute a set of principles that provide clarity to data users 
and also the wider public. These frameworks should establish clear duties for those involved in 
Information Governance (IG), provide clear accountability for the safe and secure management of 
data use, clear guidelines to implementing and enforcing policies, transparency about methods 
used, clear alignment to legislation and regulations and consistent reviews to ensure policies remain 
applicable and relevant.   

IG procedures need to be implemented consistently and rigorously; for example the Clinical 
Practice Research Datalink (CPRD) places strong scrutiny over applications to access its data to 
ensure that trust and integrity of data use are maintained. Employing rigorous vetting needs 
to be applied across the health sector as public support for accessing data has been dented by 
previous nationwide initiative failures. Recent governance failures between Royal Free Hospital and 
DeepMind continue to highlight the challenges of building and operating a faultless system.14  The 
application of well thought out governance frameworks could foster a data rich environment that 
supports improving health care services, delivery and prevention to counter the threat of non-
communicable disease (NCD). 

Additionally health systems need to establish a ‘deliberately inclusive governance approach’ that 
considers the interests of individuals, explains to people the purposes and benefits of data to 
health improvement. This should also include explaining how this information is used. By adopting 
this approach health systems are more likely to build support and gain trust from the public. For 
example the ScottisH Informatics Programme (SHIP) (now the FARR Institute) was widely praised for 
its public engagement work and transparency that explained its purpose, built support and resulted 
in high participation rates in data sharing activities. 

Governance 
frameworks need 
to constitute a set 
of principles that 
provide clarity to 
data users and also 
the wider public.
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Governance 
Landscape 
Organisations with  
primarily a health focus 
are located towards the 
left of the chart while 
organisations with 
broader responsibilities 
are placed closer to the 
exterior.

Committees

GDPR & DG Communications

(IT Panel)

DHSC’s National 
Data Strategy Board 

Research Ethics 
Committees

Newly formed bodies

Centre for Data Ethics 
and Innovation

Ada Lovelace Institute

Stewardship 
Body

Governance Landscape
As the Policy Landscape Review and the Governance Landscape diagram display, a plethora 
of bodies currently claim some responsibility for governance amongst health organisations. 
The Royal Society and British Academy report called for a new independent stewardship body 
that is responsible for providing oversight of existing governance bodies and their remits.1  This 
independent ‘helicopter body’ would take ownership for the coordination of governance across the 
health sector. Enacting this body would provide clear accountability and reassure the public that 
appropriate structures are in place to enforce governance across the entire sector. 
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A conductor, not a soloist …
As the SHIP programme demonstrated, public engagement is crucial to the successful 
implementation of initiatives that centre on the use of data. Engagement allows time to educate 
the public around a subject that has received much negative attention over recent years and 
to which people approach with caution. Previous initiatives in England have been criticised for 
taking the approach of imposition rather than collegiate engagement. Participants of the seminar 
expressed enthusiasm for allocating an individual, organisation or other representative to lead a 
public conversation around the use of data in health and the associated governance arrangements 
supported by the wider health community.  

This entity should be led by a representative outside of Government so that a “grass roots” 
conversation can be conducted including health and disease charities, scientists, patient groups, 
doctors and nurses, arms-length bodies like Public Health England and even Metro Mayors that 
represent different regions throughout the country. This entity would ensure that this national 
conversation was coordinated throughout and provide a point of accountability that is not currently 
clear. Research has shown that people are willing to allow use of their health data if they see 
there is a societal benefit.15  Rather than hearing from one voice, there should be a variety of 
contributions covering the entire health spectrum which inspire confidence amongst the public and 
avoid the mistakes of the past. 

There are untold benefits to the wider use of data in improving health; however these will not 
be discovered if there is no public support for the use of data by the health research community. 
A report published by OptumLabs highlighted the role data plays in improving health in the UK 
alongside the public engagement challenge. 

Research has shown 
that people are 
willing to allow use 
of their health data 
if they see there is a 
societal benefit

Human Tissue Act 2004

The Human Issue Act 2004 demonstrated an example of a governance 
response being implemented following the Alder Hays organs scandal 
where organs had been retained by Alder Hays Children’s Hospital 
without consent. 

Out of this Act, the Human Tissue Authority was formed ‘to regulate 
the removal, storage, use and disposal of human bodies, organs and 
tissue’. This legislation has proved to be a pioneer in demonstrating 
the importance that governance frameworks are well constructed and 
applied to build trust and maintain confidence. 16

15. Wellcome Trust. Public attitudes to commercial access to health data. https://wellcome.ac.uk/sites/default/files/public-
attitudes-to-commercial-access-to-health-data-summary-wellcome-mar16.pdf. Accessed Feb. 19, 2018.

16. HTA. Human Tissue Act 2004. https://www.hta.gov.uk/policies/human-tissue-act-2004. Published Jan. 2016. Accessed  
March 20, 2018. 

https://www.optumlabs.com/content/dam/optum3/optumlabs3/resources/OL-White-Paper-UK-Roundtables_LSE.pdf
https://wellcome.ac.uk/sites/default/files/public-attitudes-to-commercial-access-to-health-data-summary-wellcome-mar16.pdf
https://wellcome.ac.uk/sites/default/files/public-attitudes-to-commercial-access-to-health-data-summary-wellcome-mar16.pdf
https://www.hta.gov.uk/policies/human-tissue-act-2004
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The move away 
from hypothesis-led 
research to data-led 
automated research 
through new 
techniques such as 
machine learning 
will bring new 
challenges. 

17. Ipsos MORI. The One-Way Mirror: Public attitudes to commercial access to health data. https://www.ipsos.com/sites/.../sri-
wellcome-trust-commercial-access-to-health-data.pdf.  Published March 2016. Accessed April 20, 2018. 

Governance Challenges
A primary challenge expressed by participants of focus groups has been the level of knowledge 
and feedback the public receive about the use of their information. An Ipsos MORI focus group 
participant described this as a ‘one-way mirror: they know everything about you – but we don’t 
know what they’re doing’ — the receivers of data obtain the knowledge whereas the data provider 
does not know how that information is used.  This imbalance in knowledge sews distrust and 
forges resistance to further sharing of data.   

Forming common language that is understandable around information and data use remains a 
challenge. A lack of clarity undermines confidence amongst the public and why proponents of data 
use will encounter greater resistance without a common lexicon across the health sector. Work 
undertaken by Understanding Patient Data, a group that supports better conversations about the 
uses of health information, explains how and why data can be used for care and research, and 
champions responsible uses of data. The group designed a guide intended to help the public in 
understanding sometimes confusing terminology. 

Furthermore, the move away from hypothesis-led research to data-led automated research 
through new techniques such as machine learning will bring new challenges. Authorities will need 
to consider how to audit analyses undertaken by automated programmes as well as the level of 
transparency that can be provided through machine-led research. 

Finally, the convergence of varying data sets that contribute to understanding an individual’s health, 
represent a challenge to designing comprehensive governance frameworks that maintain and build 
trust. For example, understanding and being able to analyse social determinants is an important 
asset to understanding NCD. Social determinant data may cross many different organisational and 
societal boundaries that challenge researchers to better explain to data guardians what information 
is required. This may also increase the complexity for researchers in attaining access to differing 
data sets including those outside of the health sector. 

Conclusion 
The vast increases in data generation, from traditional and new sources, and the emergence of 
new analytical methods over the past few years could significantly improve health outcomes and 
save lives. These developments will support the health system transition to one of prevention that 
is better equipped to meet the health challenges of the 21st Century, specifically NCD. This seminar 
explored how the thorough development of governance frameworks that encompass a broad set of 
principles help to build trust and confidence amongst the general public about the use of data and 
sharing of that data within the health system. 

The recent past of the NHS should serve as notice that initiatives that do not involve the public 
and not well communicated are likely to fail. A trusted and confident environment for broader 
use of data in the health sector will require two key overarching components; well-constructed 
information governance frameworks; and wide public understanding, support and trust that those 
frameworks have their best interests at heart.

Convergence of 
varying data sets 
that contribute 
to understanding 
an individual’s 
health, represent 
a challenge 
to designing 
comprehensive 
governance 
frameworks. 

Initiatives that do 
not involve the 
public and not well 
communicated are 
likely to fail. 

https://www.ipsos.com/sites/.../sri-wellcome-trust-commercial-access-to-health-data.pdf
https://www.ipsos.com/sites/.../sri-wellcome-trust-commercial-access-to-health-data.pdf
https://understandingpatientdata.org.uk/what-are-best-words-use-when-talking-about-data
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